This paper presents P3S, a publish-subscribe middleware designed to protect the privacy of subscriber interest and confidentiality of published content. P3S combines recent advances in cryptography, specifically Ciphertext Policy Attribute Based Encryption (CP-ABE) and Predicate Based Encryption (PBE) with an innovative architecture to achieve the desired level of privacy. An initial P3S prototype has been implemented on top of a COTS JMS platform (ActiveMQ). Results of preliminary security analysis and initial evaluation of latency and throughput indicate that the P3S design is both practical and flexible to provide different levels of privacy for publish-subscribe messaging over various message sizes and network bandwidth settings.
Introduction
Message-oriented middleware supporting publish-subscribe (pub-sub) interaction has become fairly common in military and commercial applications. In pub-sub messaging, information consumers and producers do not need to establish a connection between them a-priori (often described as loose coupling). Pub-sub style messaging also provides selective filtering of information so that the consumers only receive messages they are interested in (often described as brokering). The combination of brokering and loose coupling facilitates scalability: instead of n entities each connecting to each other (n 2 connections), in a typical pub-sub system they just need to connect to the broker (n connections). However, loose coupling and brokering make it hard to maintain information privacy. Subscriber interest is usually visible at the broker because it needs to do the matching and filtering, and standard encryption cannot be used to protect the published content because there is no end to end security association between the information producer and the ultimate receiver of the content. This drawback limits the use of pub-sub messaging in a wide range of system and application contexts. For example, in the commercial context, parties pursuing a merger and acquisition (M&A) deal may be interested in receiving updates on various topics, but the knowledge that party X is interested in topic Y may tip the hand of X. In a military context, intelligence analysts in a coalition environment may be interested in receiving updates on information that they have agreed to share, but the knowledge that country A is interested in topic B may compromise country A's strategy. Also, in both the commercial and military contexts, information updates may have associated "need to know" type requirements stipulating that published content should not be visible to anyone other than the subscribers with matching interest-for example, the broker or other parties who are not interested in "Lehman Brothers" should not receive updated information about Lehman Brothers.
Techniques like sharing encryption keys among publishers and consumers, reencryption, onion-routing etc. have been used to provide a level of privacy in pub-sub systems. We discuss a number of such approaches in Section 7; however, none of these provide a satisfactory solution to keeping subscriber interests private.
The main contributions of this paper are as follows:
• Design and implementation of a pub-sub middleware with a strong cryptographic guarantee of the privacy of subscriber interest and confidentiality of published content. To the best of our knowledge, no such system exists today. • Performance analysis indicating that such privacy guarantee can be provided at a reasonable cost over a variety of combinations of message size, match rate and network bandwidth.
• Innovative combination of advanced cryptography with sophisticated architecture design as a blueprint for developing advanced security capabilities in the middleware.
The rest of the paper is organized as follows. Section 2 describes the privacy properties and performance characteristics that P3S set out to achieve. Section 3 presents the basics of the advanced cryptographic techniques used in P3S. Section 4 and 5 presents the P3S architecture design and current implementation respectively. Section 6 reports our preliminary analysis of privacy and performance. Section 7 summarizes related work, and Section 8 concludes the paper.
Terminology, and Privacy and Performance Targets
We use standard pub-sub terminology throughout the paper with a few exceptions.
Publisher is an entity that wishes to make information content available to subscribers, and subscriber is an entity that registers subscription interest and receives the content that matches the interest. Payload refers to the content that a publisher wants to publish. The term metadata is used to refer to the description of a payload.
Interest is a predicate about metadata and the term matching refers to the action of determining if the metadata describing a published payload satisfies the subscriber's interest. Among the less common terms, we use third party to denote an entity that is neither a publisher nor a subscriber. In P3S, there are four third parties namely, the Repository Server, the Distribution Service, the PBE Token Server and the Attribute-Based Access Control and Registration Authority (ARA). They will be introduced in
